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Agenda

e Shared IDP Instance
e Dedicated IDP Instances (IDPaa$)
e Multiple Environments per Tenant




Multi-tenancy strategies

e Shared instance &»%ﬁ «&
e Dedicated instances




Shared Instance: A first approach

Platform engineer

Software engineer

Q example-tenant/gitops

@ cluster-resources

— @@ apps

L @@ argocd
B applications 1
L- % example-tenant.yamle—
B projects

- ¥% example-tenant.yaml

— @@ argocd

— @@ misc

—>»>M argocd

— @ misc <€ 2
L % network-policies.yaml

— @@ apps

L @ my-app

— @@ production <«

— @ staging
L £% deployment.yaml

3
£+ my-app-staging.yaml &—— .
£+ my-app-production.yaml @&—
£ misc.yaml @

()cloudogu/gop-multi-tenant-shared-example


https://github.com/cloudogu/gop-multi-tenant-shared-example

Don’t forget to authz

. apiVersion: rbac.authorization.k8s.io/v1
policy.csv: | . kind: RoleBinding
# groups: Mapping from groups to RBAC roles metadata:

g, tenantl, role:role-tenantl

# policies: name: viewers

g, tenantl, role:role-tenantl namespace: tenantl

p, role:role-tenantl, applications, get, role-tenantl/*, allow rolef{gf: . ot (€ g

p, role:role-tenantl, applications, sync, role-tenantl/*, allow igﬁdrjogilsgei;éiztml1zat10n. 8s.10
p, role:role-tenantl, applications, get, argo-project/role-tenantl-control-app, allow B

p, role:role-tenantl, applications, sync, argo-project/role-tenantl-control-app, allow subjects:

p, role:role-tenantl, projects, get, role-tenantl, allow - apiGroup: rbac.authorization.k8s.io
p, role:role-tenantl, clusters, get, "https://kubernetes.default.svc", allow kind: Group

p, role:role-tenantl, repositories, get, "ssh://...tenantl/gitops", allow name: tenantl

¢ github.com/argoproj/argo-cd/blob/v3.2.0/docs/operator-manual/rbac.md

And all other tools (if necessary and supported) 5 ©



https://github.com/argoproj/argo-cd/blob/v3.2.0/docs/operator-manual/rbac.md

Shared vs Dedicated Instance

e Lower infra usage e Higher isolation
e Easier to maintain e Easier to configure

¥ blog.argoproj.io/best-practices-for-multi-tenancy-in-argo-cd-273e25a047b0


https://blog.argoproj.io/best-practices-for-multi-tenancy-in-argo-cd-273e25a047b0

Dedicated instances: Options
Topology:

e |Instance per Namespace
e [nstance per Cluster

Management;

e Standalone (decentralized, autonomous)
e Hub and Spoke (centralized, platform)
IDP as a Service
- Argo CD AppSets

i—0

Instance per Cluster

ié%

Hub and Spoke




IDP as a Service using Argo CD AppSets

@ Develop application
@Create, Update, Delete

Tenant

>
@
Management Tenant
Repo Repo
A A
@ Read @ Read
% Management % Tenant
Cluster/NS Clusters/Namespaces
IDP |DP Tenant-Applications
:

Deploy

B E——
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i @ Deploy N

@




IDP as a Service using Argo CD AppSets

@ Create, Update, Delete @ Develop application
Tenant

) i s

Management @ . Tenant
Init Repos

Repo < > Repo

A 7y

@ Read @ Read

% Management % Tenant
Cluster/NS Clusters/Namespaces

D

IDP IDP Tenant-Applications
© D
‘ - Kll:lb‘ .
— |
(\C) i GOP Jeploy

B E——
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2
Generate one app per file: _
| "*/tenant-values.yaml apiServerUrl: https://X.x.x.x:6443
» @ tenants
1> ¢ cluster-resources ‘2 B tenantl —
— B apps L- &% tenant-values.yaml
@ argocd _ .
Management L @@ applications — @ tenantx
Argo CD £+ tenants-appset.yaml L & tenant-values.yaml
3+ extra-app-appset.yaml — ¥ global-values.yaml
— @ argocd
— @ misc
Management
Cluster/NS




2
Generate one app per file: _
"*[tenant-values.yaml apiServerUrl: https://X.Xx.Xx.Xx:6443
- » @ tenants
1> @ cluster-resources ‘z & tenantl __—
— B our L £ tenant-val 1 o=
Management L @@ applications — @@ tenantx valueFiles
Argo CD g tenants-appset.yaml - tenant-values.yaﬂl
extra-app-appset.yaml - lobal-values.yaml
— @@ argocd g y chart
— @ misc
Management
Cluster/NS

% Tenant
I

Cluster/NS




Management
Argo CD

Management

2

Generate one app per file:

Cluster/NS

| "*[tenant-values.yaml apiServerUrl: https://X.Xx.Xx.Xx:6443
» @ tenants
&> @ cluster-resources ‘z B tenantl —
- 3
- a.pp:,.gocd L £+ tenant-values.yaml ®
L @@ applications — @@ tenantx valueFiles
g tenants-appset.yaml L ©; tenant-values.yaﬂl
extra-app-appset.yaml — lobal-values.yaml
— @@ argocd g y chart
— @ misc ) @
. 4 Init repo
¢ example-tenant/gitops €— sci:lighcr.iofcloudogulgop
— t apps
@ my-app
|: B production 5 Deploy
@ staging
L &% deployment.yaml 6
— @B argocd <€ Y
o my-app-staging.yaml ATena?;:)
my-app-production.yaml rgo
£+ misc.yaml
— @ misc Tenant
- £+ network-policies.yaml | Cluster/NS




2
Generate one app per file: _
y "*[tenant-values.yaml apiServerUrl: https://X.x.x.x:6443
» @ tenants
1> @ cluster-resources ‘Z __—
. B tenantl 3
— apps L
Management L @@ applications — @@ tenantx valueFiles
Argo CD £ tenants-appset.yaml L % tenant-values.yaml
- d'f) extra-app-appset.yaml &% global-values.yaml < hart
— argoc
— @@ misc i °©
. 4 Init repo
Management ¢ example-tenant/gitops €— oci:lighcr.iolcloudoguigop-he
Cluster/NS @ apps
. @ my-app
|: B production 5 Deploy
@ staging
L &% deployment.yaml 6
— @ argocd <€ °
£ my-app-staging.yaml ATenagg
my-app-production.yaml rgo
£¢ misc.yaml
— @ misc
. Tenant
L £ network-policies.yaml | Cluster/NS

() cloudogu/gop-multi-tenant-multi-cluster-example


https://github.com/cloudogu/gop-multi-tenant-multi-cluster-example

Instance per Namespace vs per Cluster

e Lower infra usage e Higher isolation
e Easier to maintain e Easier to configure ¢ O @ -

¥ github.com/argoproj-labs/argocd-operator


https://github.com/argoproj-labs/argocd-operator

What about env/stages?

Each tenant might have multiple envs

Dedicated IDP instance per tenant and env,

Resource with dedicated cluster [ )/D
Consumption g
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" vCluster

_.-IDP Instance per tenant,
cluster per env

Isolation

shared IDP Instance,
shared cluster for all tenants and envs



. Derdlcated mstances B Better |solat|on+UX but more effort
- .*_Jer Namespace Less infra, but lots of RBAC, NetPoIs etc.
= per Cluster: More infra+complexity, but authz easier.

. | DPaaS usrng AppSets O great to have but hard to get

req uirements,
€8 envs, security, regulatlon onPrem/pubIrc cloud, etc.
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Further reading

«

B | © GitHub - cloudogu/gitops X | + O - o x

C o O B https//github.com/cloudogu/gitops-pat: B ¥ 8 ® & =

[0 README &3 MIT license

Contents

* Articles
» Pattern categories
= GitOps Patterns
o Operator deployment
= Hub and Spoke
= Instance per Cluster
= Instance per Namspace
= Split-Instance
o Repository structure
= Monorepo
= Repo per Team
= Repo per Application (can be implemented via Repo Separation, Config
Replication, Repo Pointer or Config Split)
= Repo per Environment
o Promotion
= Environments
Folder/Directory per environment
Repo per environment
Branch per environment

= Preview environments

= Implementation
= Configuration Management, includes Rendered Manifests and
Umbrella Chart

= Global Environments vs Environment per App

= Config update
o Wiring
= Bootstrapping

= Linking, includes Nesting (e.g. App of Apps), Templating

Public GitOps Repo Examples
o GitOps Playground
o ArgoCD autopilot

cloudogu/gitops-patterns

Cubukcuoglu - Scheytt » Schnatterer

GitOp

Grundlagen und Best Practices
fur Entwicklungsteams

dpunkt.verlag
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IDP Bootstrapping made simple: GOP

Creates a complete GitOps-based operational stack / IDP on your Kubernetes clusters

() cloudogu/gitops-playground

Also runs locally

2é + &

VERSION='0.12.1"

bash <(curl -s \
"https://raw.githubusercontent.com/cloudogu/gitops-playground/$VERSION/scripts/init-cluster.sh") \

&& docker run --rm -t -u $(id -u) \

-v ~/.config/k3d/kubeconfig-gitops-playground.yaml:/home/.kube/config \

--net=host \
ghcr.io/cloudogu/gitops-playground: $VERSION --yes --argocd

--ingress-nginx --base-url=http://localhost

e () cloudogu/gop-multi-tenant-shared-example
Try with GOP: « €) cloudogu/gop-multi-tenant-multi-cluster-example


https://github.com/cloudogu/gitops-playground
https://github.com/cloudogu/gop-multi-tenant-shared-example
https://github.com/cloudogu/gop-multi-tenant-multi-cluster-example
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Image sources

e Live Example:
https://unsplash.com/photos/assorted-color-hot-air-balloons-during-daytime-
DuBNA1QMpPA

e More examples:
https.//unsplash.com/photos/XZc4f2XZc84

e coloured-parchment-paper background by brgfx on Freepik:
https.//www.freepik.com/free-vector/coloured-parchment-paper-designs_1078492.htm
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